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I'T landscape

and threats are - Current protection approaches are not sufficient any longer
changing « Security must be built into solutions and not attached later

» The security mindset needs to change
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« Security verifications are time consuming (several weeks)
* May cause delays by revealing critical vulnerabilities just before
go-live
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Security Champions ensure that security aspects are addressed

How to

1Improve
throughout development and implementation

Automated security checks become fix components
Vulnerabilities and bugs are identified timely

Periodic security verifications and spot checks still take place




DevOps and Security - what changes?

With the convergence of “Dev” and “Ops”
disciplines, security topics need to shift left and
be tackled early and on an enterprise level.

Personal responsibility regarding security and
compliance increases with agility and autonomy.
It is like driving a car, if you want to drive your
own car you need to train your skills and prove
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Next to periodical audits and assistance in
security of critical topics, Security is supporting
the transformation with trainings, coaches and

building a security aware community and culture.

To increase agility, Security becomes an integral
part in the development- and deployment-
environments. Security offers capabilities and
provides support in the integration of these.
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Greek goddess translates into
associated with

Wisdom Security Awareness
(Weisheit)

Handicraft Security Skills
(Handwerk)

Warfare Practical application of
(Kriegskunst) security best practices
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Objectives

 Enhance security skills amongst developers and engineers

» Establish a proactive security mindset

 Management of security during project phase

« Ensure that security and privacy is built in by design and by
default

 Lower amount of security findings from penetration and
security verification exercises

 Ensure compliance requirements are adhered to

Approach
» Built a security community
Project Athena » Define a new role “Security Champions” as standard project role

« Erect asecurity education path including trainings and courses
« Align with other initiatives focusing on Application Security
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What to consider

IT Gov. Regulations IT Control Framework

CTQEINRCEIBETe] g Essential top level roles and RACI | Master model and reference for
all controls relevant for IT

Standards and Standard Standard Standard
. . : e.g. SDLC in BSX IT Controls Framework Security Controls
Worklng Instructions for Operabilit Framework (ISF

Tools & Guidelines Task CI/CD Softw. Sec. C
tracking Tool chain Repo Testing || " || Guidelines

Skill: Security
Training Modules Skill: Development
Skill: Engineering
Mindset & Regular Knowhow Breaking _
] : . collaboration
Communlty meetings exchange silos
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Classic Project

Agile Delivery
SaFe Framework -
- dh

dh dh
System Product RTE

Arch/En Manager
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Product Scrum
owner master
Agile Project A 193
® ® DevOps
dh i team
Product Scrum . .
owner master Agile Project B
i - A
DevOPS Product Scrum
team

owner master
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Corporate Security DevOps
(LoD2) team

Security Champions are assigned to projects based on their skills
The Security community is used to exchange know-how and to

cultivate contacts
CorpSec actively participates and acts as supporting partner
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Disclaimer

This material has been prepared by SIX Group Ltd, its subsidiaries, affiliates and/or their branches (together, "SIX") for the
exclusive use of the persons to whom SIX delivers this material. This material or any of its content is not to be construed as a
binding agreement, recommendation, investment advice, solicitation, invitation or offer to buy or sell financial information,
products, solutions or services. It is solely for information purposes and is subject to change without notice at any time. SIX is
under no obligation to update, revise or keep current the content of this material. No representation, warranty, guarantee or
undertaking — express or implied — is or will be given by SIX as to the accuracy, completeness, sufficiency, suitability or reliability
of the content of this material. Neither SIX nor any of its directors, officers, employees, representatives or agents accept any
liability for any loss, damage or injury arising out of or in relation to this material. This material is property of SIX and may not be
printed, copied, reproduced, published, passed on, disclosed or distributed in any form without the express prior written consent
of SIX.

© 2018 SIX Group Ltd. All rights reserved.
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