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AI and Security: A Love and Hate Story
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Threat Management Lifecycle
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Monitor Detect Investigate Respond

Use of AI in the Threat Management Lifecycle
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Smart Monitoring

Dynamic sensing

Adaptive ingestion

Decentralized collection

Deceptive sensors
Threat Hunting

Automated searches

Composable hypotheses 

Analysis & 
Disposition

Evidence-based reasoning

Context enrichment

Cause/effect determination

Alert classification

Remediation

Remediation planning

Impact reasoning

Recommendations

Task execution

Threat Intelligence

Information extraction and curation (NLP)

Orchestration

Automation and task planning

Threat Detection

Anomaly detection

Continuous learning



Flood of alerts

Too many tools, 

too many technologies

Shortage of qualified staff

Increasing threat landscape

Pain points of Security 
Operations teams
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Addressing the Investigation Bottleneck

AI-powered

Incident criticality:

Traditional

Incidents the 
SOC team is 
able to cope 

with today.
(weakly prioritized)

AI-powered 
reprioritization 
of incidents by 
criticality.Handle more incidents with smart 

enrichment & advice.
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THREAT 
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Investigating a cyber incident
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Gain local context 

leading 

to the incident

Gather the threat 
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Apply the 

intelligence and  

investigate the 

incident

Escalate for 

remediation
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DATA LAKES
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Threat feeds

Research reports

Security textbooks

Vulnerability disclosures

Popular websites

Investigation questions

Cause & effect analysis
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Attack patterns
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Automated investigation
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Automated investigation

!
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Automated investigation

Data representation and linkage
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Database

IP
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Automated investigation
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Automated investigation
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Automated investigation
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Automated investigation
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Automated investigation

Graph Theory

Query Optimization

Hypothesis generation

Semantic reasoning

Data representation and linkage

Environment context

Forensic reasoning

Threat intelligence integration

Domain knowledge

User

!

!

Database

Process

Process
Process

File File

PII

Host

TI

IP

TI

endpoint

Process

Domain

IP

IP

!

TI

Ext

Ext

Cloud



21IBM Research / © 2021 IBM Corporation

Automated investigation

Graph Theory

Query Optimization

Hypothesis generation

Semantic reasoning

Data representation and linkage

Environment context

Forensic reasoning

Threat intelligence integration

Domain knowledge

User

!

!

Database

Process

Process
Process

File File

PII

Host

TI

IP

TI

endpoint

Process

Domain

IP

IP

!

TI

Ext

Ext

Cloud



22IBM Research / © 2021 IBM Corporation

Automated investigation
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Automated investigation

Data representation and linkage

Environment context

Forensic reasoning

Threat intelligence

Domain knowledge

Data reduction

Attack kill chain reasoning

Root cause analysis

Extent & effect determination
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Alert Similarity Analysis and Classification 
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Train graph neural network models to classify security 
alerts like security analysts:

• Close ticket (as a false alarm)

• Escalate ticket (likely true positive)

Raw alerts
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Data

Quality

Quantity

Granularity

AI and Security: Considerations and Reflections
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Applicability

Precision

Speed

Maintenance

Trustworthiness

Robustness

Explainability

Privacy



Adversarial Robustness Toolkit (ART)

IBM Research Security / © 2021 IBM Corporation 26

Tools to defend and evaluate machine learning 
models and applications against the adversarial 
threats of Evasion, Poisoning, Extraction, and 
Inference. 

https://github.com/Trusted-AI/adversarial-robustness-toolbox

Support for

 all popular machine learning frameworks: TensorFlow, Keras, 

PyTorch, MXNet, scikit-learn, XGBoost, LightGBM, CatBoost, GPy, 

etc.

 all data types: images, tables, audio, video, etc.)

 all machine learning tasks: classification, object detection, speech 

recognition, generation, certification, etc.



Summary and Next Steps
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AI technologies help security teams 
identifying and countering attacks

Automation and recommendations to 
expedite for investigation

Data is critical, models need protection

Many more AI applications in security to follow 
…
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