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ISSS WEBINAR: WIE SIE MIT HILFE VON KI UND AUTOMATISIERUNG RANSOMWARE ANGRIFFE
ABWEHREN KONNEN.



Todays reality (RaaS)
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INSTRUCTIONS CHAT SUPPORT ABOUT US

Type vour question here

* Current price 9070.57179753 XMR will be doubled in

1 day, 00:57:18



* If you do not pay on time. the price will be doubled ~ 608,653 USD

* Time ends on Jul 10, 16:56:23 After time ends 131.9 BTC
~ 1,217,306 USD

Bitcoin address. 30NPKUSIDSEGDMurd42ldecelwdyYXof JGsF « USD will be recalculated in 3 hours with an actual rate
INSTRUCTIONS CHAT SUPPORT ABOUT US Payment method MONERO BITCOIN (+10%)
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can you please provide me the transaction id?
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Download

INSTRUCTIONS CHAT SUPPORT ABOUT US Payment method MONERO BITCOIN (+10%)




SentinelOne

Cybersecurit
IS Reactive

© 2021 SentinelOne. All Rights Reserved.




- J
Cybersecu rlty S $262B Annual 162 Days Average Digital Transformation
EffeCt IVeness Pat h Cybersecurity Spend Dwell Time is Accelerating

IS Unsustainable

Effectiveness

/j

P

Threat
Efficiency
Gap

\
"
..‘

A" 4




Challenges

000 —N
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_egacy AV More agents. Manual tools Work from Enterprise
oroducts no More tools. waste valuable home disrupts architecture
onger work Not the answer. time security cloud creep

architectures

Outdated Solutions Complexity Productivity Drains Remote Work Cloud Coverage
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Sinqularity Platform

Platform Capabilities

{g.;\:; fq% v @ @
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Prevention & Control Detection & Response Remediation & Recovery Network Visibility &

Attack Surface Control XDR Automation

Bi-Directional API

Sinqularity Platform

Services Capabilities

Intelligence Driven Managed Detection Digital Forensics & ol o & .$ aWs cf\
L || /A 3 VDI

Threat Hunting & Response Incident Response
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The SentinelOne Solution

Real-Time File Analysis Behavioral Analysis Automated Remediation Deep Visibility & Response
- Shek . = Kill & Quarantine =  Threat Hunting
° ®oe ..' o o, r @ = App Control =  STAR Watchlists
X 5. %A 0 (S A "t"‘ - Disconnect / Isolate - Fast queries. Highly scalable.
Uq % % % S % 4 ‘ Full attack storyline
L % Attack Story Cleanu y
w2 Le-0-A-0-A Full Rollbagk P Mark entire story as threat
: : MITRE ATT&CK™ TTP hunt
Works online & offline Full hell
Al for PEs & Docs Dynamic Behavioral Models ull remote she

INVESTIGATE HUNT

AUTONOMOUS REAL-TIME DETECTION & PREVENTION <4 REMEDIATE & RECOVER

RESPOND
Retention:
Timeframe = Seconds O 14 days - 1 year
Single Lightweight Agent . . . Full context and correlation
Autonomous Agent Operation + Cloud Singularity Mobile Integrated response
Windows, Mac, Linux, VDI, Cloud, Kubernetes/Docker, NetApp & workflow
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Sinqularity Platform

Storylinex

Connects the Dots Automatically

= Patented, real-time, machine-built context
across all major OSes & cloud workloads

= Distributed intelligence drives high-velocity,
Instantaneous protection

* Long time horizon EDR data retention for
proactive custom queries, MITRE technique
hunting, IR, or any EDR activity

= 1-Click recovery & response reverses
unauthorized changes across the fleet
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Objectives

An Evolution Towards Improved Outcomes Mechanisms

Outcomes

ADR

EDR Augment & Resolve

EDR + Cross Domain Integrations

Business Resilience

Detect & Respond

NGA\I Behavioral Al + Full Visibility + 1 Click
remediation

See More, Recover Faster
Prevent

Autonomous Al Prevention

Reduce Device Impact
Device Focused Incident Focused Outcome Focused



How Singularity XDR Solves the Problem

Ingest : Deliver Any
All Data QOutcome
Hardware
Software _ Any S1 Surface
Cloud
AUTOMATED
CORRELATION THREAT INVESTIGATION CUSTOM
A NGEsT ~ &CONTEXT INTEL % HUNTING ALERTING & scRPTING ~ MARKETPLACE  OUTCOMES  Any Human Workflow
RESPONSE
Mobile
STORYLINE SIGNAL DEEP VISIBILITY STAR RSO
Storage Any 3rd Party Surface
Infrastructure

See Protect Resolve



Singularity Marketplace & Technical Integration Ecosystem
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https://s1.ai/marketplace

MITRE ATT&CK Results Data

Highest Analytic
Coverage

Delivering 100% protection and
highest quality context & insights
without the noise

©
©
©

INSTILLS CONFIDENCE
HIGHEST Analytic Coverage

WORKS OUT-OF-THE-BOX
100% Protection

MOVES AT MACHINE SPEED
ZERO Delayed Detections

MITRE ATT&CK Results Data

() SentinelOne

SentinelOne
Cybereason
Palo Alto
Checkpoint
Trend Micro
Microsoft
CrowdStrike
Symantec
FireEye

McAfee

BlackBerry
Cylance

Sophos

VMware
Carbon Black

Misses / Delays / Config Changes

-
- -

24
13 l
-

23

19

Analytic Detections

Highest Analytic Coverage | 100% Protection | Zero Delays

84

71

67

57

60 0o

@ MISSES B DELAYS 1 CONFIG CHANGES
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Named a Leader.

2021 Gartner Magic Quadrant for Endpoint Protection Platforms

Figure 1: Magic Quadrant for Endpoint Protection Platforms
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Panda Security @

ABILITY TO EXECUTE

Microsoft @

@ Trend Micro

@ SentinelOne
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COMPLETENESS OF VISION e

Source: Gartner (May 2021)

() sentinelone:

As of May 2021

© Gartner, Inc

SentinelOne Characteristics

@ Cloud workload ready
@ Strong MITRE ATT&CK results

@ Easy deployment
@ Effective protection

@ Options to suit all @ Timely, quality customer
organizations support

Gartner Critical Capabilities:

TYPE A USE CASE TYPE B USE CASE TYPE C USE CASE

Blended Approach Prevention Focused

Organizations Organizations Organizations

Highest Highest Highest
Score Score Score

Lean Forward

Highest Score in All Use Cases

SentinelOne Receives Top Scores for Type A, B, and C Uses Cases in Gartner’s
2021 Critical Capabillities for Endpoint Protection Platforms. SentinelOne meets
you where you are with options to suit each type of organization.

Read the full report at https://sl.ai/gartnermqg

Disclaimer: Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology
users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied,
with respect to this research, including any warranties of merchantability or fithess for a particular purpose.
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