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From little mishaps to cyberwarfare –
we need to deal with it.

Z. Maslic, Kudelski Security @ ISSS Berner Tagung, January 11, 2023
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Grüezi Mitenand

How do you conquer the challenges of 

driving your core business AND 

implementing the right strategies to 

make it resilient against cyber 

attacks?

Points to consider to save your 

business from being defeated by a 

single wrong-placed click.
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Our core business is Cybersecurity – We protect yours.

3



©2023 KUDELSKI GROUP / All rights reserved.

A (very) short history of Cyber(in)security
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Cybercrimes for a “good” cause 

gain dubious popularity –

Anonymous, Snowden, Wikileaks, 

Assange.

Criminals have adopted cyber 

crime for extorting considerable 

sums – phishing, ransomware, 

double/triple extortion.

The profound influence of nation 

states becomes very visible with 

Stuxnet and later with the Solar 

Wind hacks.

Low-skill attacks produce 

considerable clean-up efforts –

Melissa, Slammer, Love Bug, 

Anna Kournikova, Heartbleed, …

Fraudsters Script Kiddies Hacktivists Nation States Criminals Digitalization?

Spammers and embezzlers start 

using computer-based methods.

With the Covid-19 pandemic, 

digitalization leapt forward –

Did cybersecurity keep up? 
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Computer 

says no.
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What does rapid digitalization mean?
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Our efforts on

Security Awareness
are being torpedoed

• More distance and less bonding 

between teammates

• Culture differences

• More frequently changing staff

• Merging OT, IIoT, IoT, IT

• More cloud solutions

• Complex trust chains between 

applications

• Lack of standards

• Non-paying insurances 

• Different legal situations

• Complex supply chains

Our

Attack Surface
accumulates more blind spots

Our

Capacity to Respond
becomes limited



©2023 KUDELSKI GROUP / All rights reserved.

The fish stinks from the head

7

Cyber War

Games

Awareness

Trainings

Tabletop

Exercises

Cyber

Range

• Create awareness at the highest level with 
appropriate means

• Practice – communication, activities, 
responsibilities

• Create traceability, e.g. with MITRE

Upper manger level,

crisis staff

Broad

employee base

SOC,

Admins, Analysts

Admins,

Crisis managers
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Consider yourself

attacked
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MITRE ATT&CK  Enterprise Coverage ATT&CK v10.1, 21 Oct  2021
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Tools

System Services

Launchct l

Service Execut ion

TA: 3

User Execut ion

Mal ic ious Link

TA: 2

Mal ic ious Fi le

TA: 3

Malic ious Image

Windows

Management

Inst rument at ion

TA: 7

Persist ence

Account  Manipulat ion

BITS Jobs

Boot or Logon

Autostart  Execut ion

Regist r y  Run

Keys / St ar t up

Folder

TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules

and Extensions

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot or Logon

Init ializat ion Scripts

Browser Extensions

Compromise Client

Software Binary

Creat e Account

TA: 1

Creat e or  Modif y

Syst em Process

TA: 1

Launch Agent

Systemd Service

Windows Ser vice

TA: 4

Launch Daemon

Event  Triggered

Execut ion

Change Default

File Associat ion

Screensaver

Windows

Management

Instrumentat ion

Event  Subscript ion

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib il i t y

Feat ures

TA: 1

AppCert DLLs

AppInit  DLLs

Applicat ion

Shimming

TA: 1

Image File

Execut ion Opt ions

Inject ion

PowerShell Prof ile

Emond

Component Object

Model Hijacking

Ext ernal Remot e

Ser vices

TA: 2

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable

Installer File

Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by  PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by  Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by  Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Implant  Internal Image

Modify Authent icat ion

Process

Of f ice Applicat ion

Startup

Pre- OS Boot

Scheduled Task /Job

TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

TA: 1

Scheduled Task

TA: 5

Systemd Timers

Container

Orchestrat ion Job

Server Software

Component

Traf f ic Signaling

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Pr iv i lege Escalat ion

Abuse Elevat ion

Control Mechanism

Setuid and Setgid

Bypass User

Account  Cont rol

TA: 1

Sudo and Sudo

Caching

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

Token

Impersonat ion/Theft

Creat e Process

w it h Token

TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

Boot or Logon

Autostart  Execut ion

Regist ry  Run Keys

/ St ar t up Folder

TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules and

Extensions

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot or Logon

Init ializat ion Scripts

Creat e or  Modif y

Syst em Process

TA: 1

Launch Agent

Systemd Service

Windows Service

TA: 4

Launch Daemon

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Escape to Host

Event  Triggered

Execut ion

Change Default  File

Associat ion

Screensaver

Windows

Management

Instrumentat ion

Event Subscript ion

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib i l it y

Feat ures

TA: 1

AppCert DLLs

AppInit  DLLs

Appl icat ion

Shimming

TA: 1

Image File

Execut ion Opt ions

Inject ion

PowerShell Prof ile

Emond

Component Object

Model Hijacking

Exploit at ion f or

Pr iv i lege Escalat ion

TA: 2

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Process Injec t ion

TA: 3

Dynamic- l ink

Library Injec t ion

TA: 4

Por t ab le

Execut ab le

Inject ion

TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em

Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory Injec t ion

TA: 1

Process Hollow ing

TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Scheduled Task /Job

TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

TA: 1

Scheduled Task

TA: 5

Systemd Timers

Container

Orchestrat ion Job

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Defense Evasion

Abuse Elevat ion Control

Mechanism

Setuid and Setgid

Bypass User

Account  Cont rol

TA: 1

Sudo and Sudo

Caching

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

Token

Impersonat ion/Theft

Creat e Process

w it h Token

TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

BITS Jobs

Build Image on Host

Deobf uscat e/Decode

Fi les or  Informat ion

TA: 1

Deploy Container

Direct  Volume Access

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Execut ion Guardrails

Exploitat ion for Defense

Evasion

File and Directory

Permissions

Modif icat ion

Windows File and

Direct or y

Permissions

Mod if icat ion

TA: 1

Linux and Mac File

and Directory

Permissions

Modif icat ion

Hide Ar t if ac t s

TA: 1

Hidden Files and

Direct or ies

TA: 1

Hidden Users

Hidden Window

NTFS File Attributes

Hidden File System

Run Vir t ual

Inst ance

TA: 1

VBA Stomping

Email Hid ing  Rules

TA: 1

Resource Forking

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Impair  Defenses

TA: 1

Disab le or  Mod if y

Tools

TA: 5

Disab le Windows

Event  Logging

TA: 1

Impair  Command

Hist ory Logging

TA: 1

Disab le or  Mod if y

Syst em Firewall

TA: 1

Ind icat or  Block ing

TA: 1

Disab le or  Mod if y

Cloud Firewall

TA: 1

Disab le Cloud Logs

TA: 1

Safe Mode Boot

TA: 1

Downgrade At t ack

TA: 1

Indicator Removal on

Host

Clear  Windows

Event  Logs

TA: 2

Clear Linux or Mac

System Logs

Clear Command

History

File Delet ion

TA: 1

Network Share

Connect ion Removal

Timestomp

Indirect  Command

Execut ion

Masquerad ing

TA: 1

Invalid  Code

Signat ure

TA: 2

Right - t o- Lef t

Over r ide

TA: 1

Rename Syst em

Ut il it ies

TA: 2

Masquerade Task

or  Ser vice

TA: 4

Mat ch Legit imat e

Name or  Locat ion

TA: 4

Space af t er

Filename

TA: 1

Double Fi le

Ext ension

TA: 1

Modify Authent icat ion

Process

Modify Cloud Compute

Infrastructure

Mod if y  Regist r y

TA: 4

Modify System Image

Network Boundary

Bridging

Obf uscat ed Fi les or

Inf ormat ion

TA: 3

Pre- OS Boot

Process Injec t ion

TA: 3

Dynamic- l ink

Lib rary Injec t ion

TA: 4

Por t ab le

Execut ab le

Inject ion

TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em

Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory  Injec t ion

TA: 1

Process Hollow ing

TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Reflect ive Code

Loading

Rogue Domain

Controller

Rootkit

Signed Binar y Proxy

Execut ion

TA: 1

Compiled HTML File

Control Panel

CMSTP

InstallUt il

Msht a

TA: 2

Msiexec

TA: 1

Odbcconf

Regsvcs/Regasm

TA: 1

Regsvr32

TA: 1

Rundll32

TA: 1

Verclsid

Mavinject

MMC

Signed Script  Proxy

Execut ion

Subvert  Trust Controls

Gatekeeper Bypass

Code Signing

TA: 2

SIP and Trust

Provider Hijacking

Install Root

Cert if icate

Mark- of- the-Web

Bypass

Code Signing Policy

Modif icat ion

Template Inject ion

Traff ic Signaling

Trusted Developer

Utilit ies Proxy Execut ion

Unused/Unsupported

Cloud Regions

Use Alternate

Authent icat ion Material

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Vir t ualizat ion/Sandbox

Evasion

TA: 1

Syst em Checks

TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Weaken Encrypt ion

XSL Scr ipt  Processing

Credent ial Access

Adversary- in- t he-

Midd le

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

TA: 3

ARP Cache

Poisoning

TA: 1

Brute Force

Credent ials from

Password Stores

Keychain

Securityd Memory

Credent ials f rom

Web Browsers

TA: 1

Windows

Credent ial

Manager

Password

Managers

Exploitat ion for

Credent ial Access

Forced Authent icat ion

Forge Web

Credent ials

Input Capture

Key logging

TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

TA: 1

Modify Authent icat ion

Process

Net w ork  Snif f ing

TA: 1

OS Credent ial

Dumping

LSASS Memor y

TA: 3

Secur it y  Account

Manager

TA: 1

NTDS

TA: 1

LSA Secret s

Cached Domain

Credent ials

DCSync

Proc Fi lesyst em

/et c/passwd and

/et c/shadow

Steal Applicat ion

Access Token

St eal Web Session

Cook ie

Steal or Forge

Kerberos Tickets

Golden Ticket

TA: 1

Silver  Ticket

TA: 1

Kerberoast ing

TA: 3

AS- REP Roast ing

Two- Factor

Authent icat ion

Intercept ion

Unsecured

Credent ials

Credent ials In

Fi les

TA: 2

Credent ials in

Regist ry

Bash History

Pr ivat e Keys

TA: 1

Cloud Instance

Metadata API

Group Policy

Preferences

Container API

Discovery

Account  Discovery

TA: 1

Local Account

TA: 1

Domain Account

TA: 2

Email Account

TA: 1

Cloud Account

TA: 1

Applicat ion Window

Discovery

Browser  Bookmark

Discovery

TA: 1

Cloud Infrastructure

Discovery

Cloud Service

Dashboard

Cloud Service

Discovery

Cloud Storage Object

Discovery

Container and Resource

Discovery

Domain Trust

Discovery

TA: 2

Fi le and Direct ory

Discovery

TA: 3

Group Policy

Discovery

TA: 1

Net w ork  Ser vice

Scanning

TA: 1

Net w ork  Share

Discovery

TA: 2

Net w ork  Snif f ing

TA: 1

Password Policy

Discovery

Peripheral Device

Discovery

Permission Groups

Discovery

Process Discovery

TA: 2

Query Registry

Remot e Syst em

Discovery

TA: 2

Sof t ware Discovery

TA: 2

Secur it y  Sof t ware

Discovery

TA: 3

Syst em Inf ormat ion

Discovery

TA: 3

System Locat ion

Discovery

Syst em Net w ork

Conf igurat ion

Discovery

TA: 2

Int ernet

Connec t ion

Discovery

TA: 1

Syst em Net w ork

Connect ions

Discovery

TA: 1

Syst em Owner /User

Discovery

TA: 2

Syst em Service

Discovery

TA: 1

System Time Discovery

Vir t ualizat ion/Sandbox

Evasion

TA: 1

Syst em Checks

TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Lat eral Movement

Exploit at ion of

Remot e Services

TA: 3

Internal Spearphishing

Lat eral Tool Transfer

TA: 3

Remote Service

Session Hijacking

Remot e Services

Remot e Deskt op

Prot ocol

TA: 3

SMB/Windows

Admin Shares

TA: 2

Dist r ibut ed

Component

Object  Model

TA: 1

SSH

TA: 2

VNC

TA: 1

Windows Remot e

Management

TA: 2

Replicat ion Through

Removable Media

Software Deployment

Tools

Taint  Shared Cont ent

TA: 1

Use Alternate

Authent icat ion

Material

Collec t ion

Adversary- in- t he-

Midd le

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

TA: 3

ARP Cache

Poisoning

TA: 1

Archive Collec ted

Data

Audio Capture

Aut omat ed

Collec t ion

TA: 1

Browser Session

Hijacking

Clipboard Data

Dat a St aged

TA: 1

Local Dat a

St ag ing

TA: 1

Remote Data

Staging

Data from Cloud

Storage Object

Data from

Configurat ion

Repository

Data from Informat ion

Repositories

Dat a f rom Local

Syst em

TA: 2

Data from Network

Shared Drive

Data from Removable

Media

Email Collec t ion

Local Email

Collec t ion

TA: 1

Remot e Email

Collec t ion

Email For ward ing

Rule

Input  Capture

Keylogging

TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

TA: 1

Screen Capt ur e

TA: 3

Video Capt ure

TA: 1

Command and

Cont rol
Applicat ion Layer

Protocol

Web Prot ocols

TA: 1

File Transfer

Protocols

Mail Protocols

DNS

TA: 1

Communicat ion

Through Removable

Media

Data Encoding

Standard Encoding

Non- St andar d

Encod ing

Data Obfuscat ion

Dynamic Resolut ion

Encrypted Channel

Fallback  Channels

TA: 1

Ingress Tool Transf er

TA: 3

Mult i- St age

Channels

Non- Applicat ion Layer

Protocol

Non- St andar d Por t

TA: 1

Protocol Tunneling

Proxy

TA: 1

Int ernal Proxy

Ext ernal Proxy

Mult i- hop Proxy

TA: 1

Domain Front ing

Remot e Access

Sof t ware

TA: 1

Traff ic Signaling

Web Service

Dead Drop

Resolver

Bid ir ect ional

Communicat ion

TA: 1

One-Way

Communicat ion

Exf il t r at ion

Automated Exf ilt rat ion

Data Transfer Size Limits

Ex f il t r at ion Over  Alt ernat ive

Prot ocol

TA: 1

Ex f il t r at ion Over

Symmet r ic Encr ypt ed

Non- C2 Prot ocol

TA: 1

Ex f il t r at ion Over

Asymmet r ic  Encrypt ed

Non- C2 Prot ocol

TA: 1

Ex f il t r at ion Over

Unencr ypt ed/Obf uscat ed

Non- C2 Prot ocol

TA: 2

Ex f il t r at ion Over  C2 Channel

TA: 1

Exf ilt rat ion Over Other

Network Medium

Exfilt rat ion Over Physical

Medium

Exf il t r at ion Over  Web

Ser vice

TA: 1

Exf ilt rat ion to Code

Repository

Ex f il t r at ion t o Cloud

St orage

TA: 2

Scheduled Transfer

Transfer  Dat a t o Cloud

Account

TA: 2

Impact

Account  Access

Removal

Dat a Dest ruct ion

Dat a Encrypt ed  for

Impact

TA: 5

Data Manipulat ion

Defacement

Disk Wipe

Endpoint  Denial of

Service

Firmware Corrupt ion

Inhib it  Syst em

Recovery

TA: 4

Net w ork  Denial of

Service

TA: 1

Resource Hijacking

Service St op

TA: 5

System

Shutdown/Reboot

®

Technology Dat a Sources
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Highlight  Techniques

Coverage

Threats

Reconnaissance

Act ive Scanning

T: 3

Scanning  IP

Blocks

T: 1

Vulnerab il i t y

Scanning

T: 1

Gat her  Vic t im Host

Informat ion

T: 2

Gather Vict im Ident ity

Informat ion

Credent ials

T: 1

Email Addresses

Employee Names

Gather Vict im

Network Information

Gather Vict im Org

Informat ion

Phishing f or

Informat ion

T: 5

Search Closed

Sources

Search Open

Technical Databases

Search Open

Websites/Domains

Search Vic t im-

Ow ned Websit es

T: 2

Resource

Development
Acquire Inf rastructure

Domains

TA: 1

DNS Server

Virtual Private

Server

Server

Bot net

T: 2

Web Services

Compromise

Account s

T: 2

Social Media

Accounts

Email Account s

T: 2

Compromise

Inf rast ruc t ure

T: 2

Domains

DNS Server

Virtual Private

Server

Server

TA: 1

Botnet

Web Services

Develop Capabilit ies

Malware

TA: 1

Code Signing

Cert if icates

Digital Cert if icates

Exploits

Establish Accounts

Obtain Capabilit ies

Malware

T: 2

Tool

T: 2 TA: 1

Code Signing

Cer t if icat es

TA: 1

Digital Cert if icates

Exploit s

T: 2

Vulnerabilit ies

Stage Capabilit ies

Init ial Access

Dr ive- by

Compromise

T: 4 TA: 1

Exploit  Pub lic -

Facing Appl icat ion

T: 4 TA: 2

Ext ernal Remot e

Services

T: 6 TA: 2

Hardware Addit ions

Phishing

T: 6 TA: 1

Spear phishing

At t achment

T: 4 TA: 3

Spear phishing

Link

T: 4 TA: 3

Spearphishing via

Service

Replicat ion Through

Removable Media

Supply Chain

Compromise

T: 1

Compromise

Software

Dependencies and

Development

Tools

Compromise

Sof t ware Supply

Chain

TA: 1

Compromise

Hardware Supply

Chain

Trust ed Relat ionship

T: 1 TA: 1

Val id  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Execut ion

Command and

Scr ipt ing  Int erpret er

T: 4 TA: 2

PowerShel l

T: 6 TA: 8

AppleScrip t

Windows

Command Shell

T: 4 TA: 7

Unix  Shell

T: 3

Visual Basic

T: 4 TA: 1

Pyt hon

T: 1 TA: 1

JavaScr ip t

T: 3 TA: 2

Network Device

CLI

Container

Administ rat ion

Command

Deploy  Cont ainer

T: 2

Exploit at ion f or

Client  Execut ion

T: 3

Int er- Process

Communicat ion

T: 2

Component

Objec t  Model

T: 3

Dynamic Dat a

Exchange

TA: 1

Nat ive API

T: 4 TA: 1

Scheduled Task/Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Shared Modules

T: 2

Sof t ware

Deployment  Tools

T: 1

Syst em Ser vices

T: 3

Launchct l

Service

Execut ion

T: 5 TA: 3

User  Execut ion

T: 4

Mal ic ious Link

T: 2 TA: 2

Mal ic ious Fi le

T: 4 TA: 3

Malic ious Image

Windows

Management

Inst rument at ion

T: 4 TA: 7

Persist ence

Account

Manipulat ion

T: 7

Addit ional Cloud

Credent ials

T: 3

Exchange Email

Delegate

Permissions

Add Off ice 365

Global

Administ rator Role

SSH Aut hor ized

Keys

T: 2

BITS Jobs

T: 2

Boot  or  Logon

Aut ost ar t  Execut ion

T: 4

Regist r y  Run

Keys / St ar t up

Folder

T: 4 TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

T: 1 TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules

and Ext ensions

T: 2

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot  or  Logon

Init ial izat ion Scr ipt s

T: 1

Logon Scr ip t

(Windows)

T: 2

Logon Script

(Mac)

Network Logon

Script

RC Scripts

St ar t up It ems

T: 3

Browser Extensions

Compromise Client

Software Binary

Creat e Account

T: 2 TA: 1

Local Account

T: 4

Domain Account

Cloud Account

Creat e or  Modif y

Syst em Process

T: 4 TA: 1

Launch Agent

Syst emd Ser vice

T: 1

Windows Ser vice

T: 4 TA: 4

Launch Daemon

T: 1

Event  Tr iggered

Execut ion

T: 1

Change Default

File Associat ion

Screensaver

T: 3

Windows

Managem ent

Inst rument at ion

Event

Subscr ipt ion

T: 3

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib il i t y

Feat ures

T: 4 TA: 1

AppCert DLLs

AppInit  DLLs

Applicat ion

Shimming

T: 3 TA: 1

Image File

Execut ion

Opt ions Injec t ion

T: 1

PowerShell Prof ile

Emond

Component

Object  Model

Hijack ing

T: 3

Ext ernal Remot e

Ser vices

T: 6 TA: 2

Hijack  Execut ion

Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy lib  Hijack ing

T: 1 TA: 1

Executable

Installer File

Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by  PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by  Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by  Unquot ed

Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Implant  Int ernal

Image

T: 2

Modify Authent icat ion

Process

Domain

Cont rol ler

Aut hent icat ion

T: 2

Password Fil t er

DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Of f ice Appl icat ion

St ar t up

T: 1

Off ice Template

Macros

Off ice Test

Outlook Forms

Outlook Home

Page

Out look Rules

T: 1

Add- ins

Pre- OS Boot

Scheduled Task /Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Ser ver  Sof t ware

Component

T: 3

SQL St ored

Procedures

T: 2

Transport  Agent

Web Shell

T: 3

IIS Components

Traf f ic Signaling

Valid  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Pr iv i lege Escalat ion

Abuse Elevat ion

Cont rol Mechanism

T: 4

Set uid  and Set gid

T: 1

Bypass User

Account  Cont rol

T: 3 TA: 1

Sudo and Sudo

Caching

T: 1

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

T: 4

Token

Impersonat ion/Thef t

T: 3

Creat e Process w it h

Token

T: 3 TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

Boot  or  Logon

Aut ost ar t  Execut ion

T: 4

Regist r y  Run Keys /

St ar t up Folder

T: 4 TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

T: 1 TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules and

Ext ensions

T: 2

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot  or  Logon

Init ial izat ion Scr ipt s

T: 1

Logon Scr ip t

(Windows)

T: 2

Logon Script  (Mac)

Network Logon Script

RC Scripts

St ar t up It ems

T: 3

Creat e or  Modif y

Syst em Process

T: 4 TA: 1

Launch Agent

Syst emd Ser vice

T: 1

Windows Service

T: 4 TA: 4

Launch Daemon

T: 1

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Escape to Host

Event  Tr iggered

Execut ion

T: 1

Change Default  File

Associat ion

Screensaver

T: 3

Windows

Management

Inst rument at ion

Event  Subscr ipt ion

T: 3

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib i l it y

Feat ures

T: 4 TA: 1

AppCert DLLs

AppInit  DLLs

Appl icat ion

Shimming

T: 3 TA: 1

Image File Execut ion

Opt ions Inject ion

T: 1

PowerShell Prof ile

Emond

Component  Objec t

Model Hijack ing

T: 3

Exploit at ion f or

Pr iv i lege Escalat ion

T: 4 TA: 2

Hijack  Execut ion Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy lib  Hijack ing

T: 1 TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion by

PATH Environment

Var iab le

TA: 1

Pat h Int ercept ion by

Search Order

Hijack ing

TA: 1

Pat h Int ercept ion by

Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Process Injec t ion

T: 4 TA: 3

Dynamic- l ink

Lib rary Injec t ion

T: 1 TA: 4

Por t ab le Execut ab le

Inject ion

T: 1 TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory  Injec t ion

TA: 1

Process Hollow ing

T: 3 TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Scheduled Task /Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Valid  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Defense Evasion

Abuse Elevat ion

Cont rol Mechanism

T: 4

Set uid  and Set g id

T: 1

Bypass User

Account  Cont rol

T: 3 TA: 1

Sudo and Sudo

Caching

T: 1

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

T: 4

Token

Impersonat ion/Thef t

T: 3

Creat e Process w it h

Token

T: 3 TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

BITS Jobs

T: 2

Build Image on Host

Deobf uscat e/Decode

Files or  Informat ion

T: 4 TA: 1

Deploy Cont ainer

T: 2

Direct  Volume Access

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Execut ion Guardrails

Exploit at ion f or

Defense Evasion

T: 3

Fi le and Direct ory

Permissions

Mod if icat ion

T: 3

Windows File and

Direct ory

Permissions

Mod if icat ion

T: 4 TA: 1

Linux and Mac File

and Directory

Permissions

Modif icat ion

Hide Ar t if act s

T: 3 TA: 1

Hidden Files and

Direct or ies

T: 2 TA: 1

Hidden Users

Hidden Window

T: 2

NTFS File At t r ibut es

T: 3

Hidden File System

Run Vir t ual Inst ance

TA: 1

VBA Stomping

Email Hid ing Rules

TA: 1

Resource Forking

Hijack  Execut ion Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy l ib  Hijack ing

T: 1 TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion by

PATH Environment

Var iab le

TA: 1

Pat h Int ercept ion by

Search Order

Hijack ing

TA: 1

Pat h Int ercept ion by

Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Impair  Defenses

T: 4 TA: 1

Disab le or  Mod if y

Tools

T: 5 TA: 5

Disab le Windows

Event  Logging

T: 2 TA: 1

Impair  Command

Hist ory Logging

TA: 1

Disab le or  Mod if y

Syst em Firewall

T: 4 TA: 1

Ind icat or  Block ing

T: 1 TA: 1

Disab le or  Mod if y

Cloud Firewall

T: 2 TA: 1

Disab le Cloud Logs

T: 4 TA: 1

Safe Mode Boot

TA: 1

Dow ngrade At t ack

TA: 1

Ind icat or  Removal on

Host

T: 4

Clear  Windows

Event  Logs

T: 3 TA: 2

Clear Linux or Mac

System Logs

Clear  Command

Hist ory

T: 2

Fi le Delet ion

T: 4 TA: 1

Net work  Share

Connect ion Removal

T: 3

Timest omp

T: 3

Ind irect  Command

Execut ion

T: 3

Masquerad ing

T: 4 TA: 1

Invalid  Code

Signat ure

T: 3 TA: 2

Right - t o- Lef t

Over r ide

T: 3 TA: 1

Rename Syst em

Ut il it ies

T: 3 TA: 2

Masquerade Task or

Service

T: 4 TA: 4

Mat ch Legit imat e

Name or  Locat ion

T: 4 TA: 4

Space af t er

Fi lename

T: 1 TA: 1

Double File

Ext ension

T: 2 TA: 1

Modify Authent icat ion

Process

Domain Cont rol ler

Aut hent icat ion

T: 2

Password Fil t er  DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Modify Cloud Compute

Infrastructure

Mod if y  Regist r y

T: 4 TA: 4

Modify System Image

Network Boundary

Bridging

Obf uscat ed Fi les or

Informat ion

T: 4 TA: 3

Binary Padding

Sof t ware Pack ing

T: 3

St eganography

T: 3

Compile After

Delivery

Indicator Removal

from Tools

HTML Smuggling

Pre- OS Boot

Process Injec t ion

T: 4 TA: 3

Dynamic- l ink

Lib rar y Injec t ion

T: 1 TA: 4

Por t ab le Execut able

Inject ion

T: 1 TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em Cal ls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memor y Injec t ion

TA: 1

Process Hollow ing

T: 3 TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Ref lect ive Code

Loading

T: 2

Rogue Domain

Cont rol ler

T: 2

Root k it

T: 1

Signed Binar y Proxy

Execut ion

T: 4 TA: 1

Compiled HTML File

Control Panel

CMSTP

T: 1

InstallUt il

Msht a

T: 4 TA: 2

Msiexec

TA: 1

Odbcconf

Regsvcs/Regasm

TA: 1

Regsvr32

T: 1 TA: 1

Rundll32

T: 4 TA: 1

Verclsid

Mavinject

MMC

Signed Script  Proxy

Execut ion

Subver t  Trust  Cont rols

T: 1

Gatekeeper Bypass

Code Signing

TA: 2

SIP and Trust

Provider Hijacking

Inst al l  Root

Cer t if icat e

T: 1

Mark- of- the-Web

Bypass

Code Signing Policy

Modif icat ion

Template Inject ion

Traf f ic Signaling

Trust ed Developer

Ut il it ies Proxy

Execut ion

T: 1

Unused/Unsupported

Cloud Regions

Use Alternate

Authent icat ion Material

Applicat ion Access

Token

Pass t he Hash

T: 4

Pass t he Ticket

T: 4

Web Session Cookie

Val id  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Vir t ualizat ion/Sandbox

Evasion

T: 1 TA: 1

Syst em Checks

T: 3 TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based Evasion

TA: 2

Weaken Encrypt ion

XSL Scr ip t  Processing

T: 1

Credent ial Access

Adversary- in- t he-

Middle

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

T: 2 TA: 3

ARP Cache

Poisoning

TA: 1

Brut e Force

T: 4

Password

Guessing

T: 2

Password

Crack ing

T: 2

Password

Spraying

T: 5

Credent ial Stuff ing

Credent ials f rom

Password St ores

T: 5

Keychain

T: 2

Secur it yd

Memory

T: 1

Credent ials f rom

Web Browsers

T: 3 TA: 1

Windows

Credent ial

Manager

Password

Managers

Exploit at ion f or

Credent ial Access

T: 3

Forced

Aut hent icat ion

T: 1

Forge Web

Credent ials

Input  Capt ure

T: 4

Key logging

T: 3 TA: 1

GUI Input Capture

Web Portal

Capture

Credent ial API

Hook ing

T: 1 TA: 1

Modify Authent icat ion

Process

Domain

Cont rol ler

Aut hent icat ion

T: 2

Password Fi l t er

DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Net w ork  Snif f ing

T: 1 TA: 1

OS Credent ial

Dumping

T: 4

LSASS Memor y

T: 3 TA: 3

Secur it y  Account

Manager

T: 3 TA: 1

NTDS

T: 1 TA: 1

LSA Secret s

Cached Domain

Credent ials

DCSync

T: 2

Proc  Filesyst em

/et c/passwd and

/et c/shadow

T: 1

St eal Applicat ion

Access Token

T: 2

St eal Web Session

Cook ie

St eal or  Forge

Kerberos Ticket s

T: 4

Golden Ticket

T: 3 TA: 1

Silver  Ticket

TA: 1

Kerberoast ing

T: 3 TA: 3

AS- REP Roast ing

T: 2

Two- Fact or

Aut hent icat ion

Int ercept ion

T: 1

Unsecured

Credent ials

T: 5

Credent ials In

Fi les

T: 3 TA: 2

Credent ials in

Regist r y

T: 1

Bash Hist or y

T: 1

Pr ivat e Keys

T: 3 TA: 1

Cloud Instance

Metadata API

Group Policy

Preferences

Container API

Discovery

Account  Discovery

T: 7 TA: 1

Local Account

T: 3 TA: 1

Domain Account

T: 5 TA: 2

Email Account

TA: 1

Cloud Account

T: 2 TA: 1

Appl icat ion Window

Discovery

T: 3

Browser  Bookmark

Discovery

TA: 1

Cloud Inf rast ruc t ure

Discovery

T: 3

Cloud Ser vice

Dashboard

T: 2

Cloud Ser vice

Discovery

T: 3

Cloud Storage Object

Discovery

Container and Resource

Discovery

Domain Trust

Discovery

T: 4 TA: 2

Fi le and Direct ory

Discovery

T: 3 TA: 3

Group Policy

Discovery

TA: 1

Net w ork  Service

Scanning

T: 3 TA: 1

Net w ork  Share

Discovery

T: 3 TA: 2

Net w ork  Snif f ing

T: 1 TA: 1

Password Pol icy

Discovery

T: 3

Per ipheral Device

Discovery

T: 3

Permission Groups

Discovery

T: 4

Local Groups

T: 3

Domain Groups

T: 4

Cloud Groups

Process Discovery

T: 4 TA: 2

Query  Regist r y

T: 4

Remot e Syst em

Discovery

T: 4 TA: 2

Sof t ware Discovery

TA: 2

Secur it y  Sof t ware

Discovery

T: 3 TA: 3

Syst em Inf ormat ion

Discovery

T: 3 TA: 3

System Locat ion

Discovery

Syst em Net work

Conf igurat ion

Discovery

T: 3 TA: 2

Int ernet

Connec t ion

Discovery

TA: 1

Syst em Net work

Connec t ions

Discovery

T: 3 TA: 1

Syst em Owner /User

Discovery

T: 3 TA: 2

Syst em Ser vice

Discovery

T: 3 TA: 1

System Time Discovery

Vir t ualizat ion/Sandbox

Evasion

T: 1 TA: 1

Syst em Checks

T: 3 TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Lat eral Movement

Exploit at ion of

Remot e Serv ices

T: 4 TA: 3

Int ernal

Spearphishing

T: 2

Lat eral Tool Transfer

T: 3 TA: 3

Remote Service

Session Hijacking

SSH Hijacking

RDP Hijack ing

T: 2

Remot e Serv ices

T: 3

Remot e Deskt op

Prot ocol

T: 3 TA: 3

SMB/Windows

Admin Shares

T: 4 TA: 2

Dist r ibut ed

Component

Objec t  Model

TA: 1

SSH

T: 3 TA: 2

VNC

TA: 1

Windows Remot e

Management

T: 4 TA: 2

Replicat ion Through

Removable Media

Sof t ware

Deployment  Tools

T: 1

Taint  Shared

Cont ent

T: 2 TA: 1

Use Alternate

Authent icat ion

Material

Applicat ion

Access Token

Pass t he Hash

T: 4

Pass t he Ticket

T: 4

Web Session

Cookie

Collec t ion

Adversary- in- t he-

Middle

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

T: 2 TA: 3

ARP Cache

Poisoning

TA: 1

Archive Collect ed

Dat a

T: 3

Archive via Ut il it y

T: 3

Archive via Librar y

Archive via

Custom Method

Audio Capt ure

T: 3

Aut omat ed

Collec t ion

T: 3 TA: 1

Browser Session

Hijacking

Clipboard Dat a

T: 3

Dat a St aged

T: 1 TA: 1

Local Dat a

St ag ing

T: 4 TA: 1

Remot e Dat a

St ag ing

T: 3

Dat a f rom Cloud

St orage Objec t

T: 5

Data from

Configurat ion

Repository

Dat a f rom

Inf ormat ion

Reposit or ies

T: 3

Dat a f rom Local

Syst em

T: 4 TA: 2

Dat a f rom Net work

Shared Dr ive

T: 3

Data from Removable

Media

Email Collec t ion

T: 4

Local Email

Collec t ion

T: 3 TA: 1

Remot e Email

Collec t ion

Email For warding

Rule

T: 2

Input  Capt ure

T: 4

Key logging

T: 3 TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

T: 1 TA: 1

Screen Capt ur e

T: 4 TA: 3

Video Capt ure

TA: 1

Command and

Cont rol
Applicat ion Layer

Prot ocol

T: 5

Web Prot ocols

T: 3 TA: 1

File Transfer

Protocols

Mail Protocols

DNS

T: 5 TA: 1

Communicat ion

Through Removable

Media

Dat a Encoding

T: 3

St andard

Encoding

T: 3

Non- St andar d

Encoding

Dat a Obf uscat ion

T: 2

Dynamic Resolut ion

T: 2

Encrypt ed Channel

T: 3

Symmet r ic

Crypt ography

T: 3

Asymmet r ic

Crypt ography

T: 3

Fal lback Channels

TA: 1

Ingress Tool

Transfer

T: 4 TA: 3

Mult i - St age

Channels

T: 2

Non- Applicat ion

Layer  Prot ocol

T: 3

Non- St andar d Por t

T: 4 TA: 1

Prot ocol Tunneling

T: 1

Proxy

T: 5 TA: 1

Int ernal Proxy

T: 3

Ext ernal Proxy

Mult i - hop Proxy

TA: 1

Domain Front ing

Remot e Access

Sof t ware

T: 3 TA: 1

Traf f ic Signaling

Web Serv ice

T: 3

Dead Drop

Resolver

Bid irec t ional

Communicat ion

TA: 1

One-Way

Communicat ion

Ex f il t rat ion

Aut omat ed Exf i l t rat ion

T: 3

Data Transfer Size Limits

Ex f il t rat ion Over  Alt ernat ive

Prot ocol

T: 5 TA: 1

Exf il t r at ion Over

Symmet r ic Encr ypt ed

Non- C2 Prot ocol

TA: 1

Exf il t r at ion Over

Asymmet r ic  Encrypt ed

Non- C2 Prot ocol

TA: 1

Exf il t r at ion Over

Unencr ypt ed/Obf uscat ed

Non- C2 Prot ocol

T: 5 TA: 2

Ex f il t rat ion Over  C2 Channel

T: 4 TA: 1

Ex f il t rat ion Over  Ot her

Net work  Medium

T: 1

Exf ilt rat ion Over Physical

Medium

Exf il t rat ion Over  Web

Service

T: 2 TA: 1

Exf il t r at ion t o Code

Reposit ory

T: 1

Exf il t r at ion t o Cloud

St orage

T: 3 TA: 2

Scheduled Transfer

Transfer  Dat a t o Cloud

Account

T: 3 TA: 2

Impact

Account  Access

Removal

Dat a Dest ruc t ion

T: 3

Dat a Encrypt ed for

Impact

T: 5 TA: 5

Data Manipulat ion

St ored Dat a

Manipulat ion

T: 2

Transmit ted Data

Manipulat ion

Runtime Data

Manipulat ion

Defacement

Disk  Wipe

T: 1

Endpoint  Denial of

Ser vice

T: 3

Firmware Corrupt ion

Inhib it  Syst em

Recovery

T: 4 TA: 4

Net w ork  Denial of

Ser vice

T: 2 TA: 1

Resource Hijack ing

T: 2

Ser vice St op

T: 3 TA: 5

Syst em

Shut down/Reboot

T: 3

®

Technology (11) Dat a Sources

Threat  Act ors (9 ) Threat  Ver t icals Options

4

6

4

3

2

5

2

2

5

5

1

1

4

2

1

5

1

1

1

2

2

1

2

3

3

3

1

1

1

1

2

2

4

2

Legend

UCM Coverage Reference Search Search Log out

Technology: CrowdStrike, MDR ONE,

Microsoft  Defender for Cloud,

Microsoft  Defender for Endpoint

Credentials Phishing Vulnerabilities

Top attack vectors

Top countermeasures

• EDR/NGAV with 24x7 Detection Monitoring

• Identity Protection

• Zero Trust Access Concepts

• Email Fraud/Phishing Detection

• Attack Surface/Path Management

• Risk-based Vulnerability Management

• Secure Remote Access
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GUIDANCEWas wenn doch?
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Of all the 

People
on this photo,

96%
walk on the pathways
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Kudelski Security | Intelligent Cybersecurity Since 2012

Comprehensive 

Cybersecurity Solutions 

Delivered Globally by 

Experienced Professionals

International HQ: 

Cheseaux, Switzerland & 

Phoenix, AZ

Sales and R&D offices:

Atlanta, Dallas, Minneapolis, 

Phoenix, Cheseaux, Zurich 

London, Paris, Madrid, 

Munich, Bangalore 

400+ employees 

across US & EMEA 

Security Labs in 

Switzerland and France

~300 dedicated consultants, 

engineers, and technical specialists

R&D Centers in Switzerland, 

India, US (Atlanta & Phoenix)

Cyber Fusion Centers 

in Europe and the US

Recognized as an 

Industry Leader

Sales or R&D 

Offices

Group Business 

Development Team
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Zrinka MASLIC

zrinka.maslic@kudelskisecurity.com

www.kudelskisecurity.com

+41 79 127 96 65

mail

web

phone

Thank You
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Von kleinen Missgeschicken bis hin zu Cyberkriegen –
Wir müssen damit umgehen.

Z. Maslic, Kudelski Security @ ISSS Berner Tagung, 11. Januar 2023
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Grüezi Mitenand

Wie bewältigen Sie die 

Herausforderung, Ihr Kerngeschäft zu 

führen UND die richtigen Strategien 

zu implementieren, die es 

Cyberangriffe widerstehen lässt?

Punkte, die Ihr Geschäft davor 

schützen können, von einem einzigen, 

fehlplatzierten Klick bezwungen zu 

werden.
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Zrinka Maslic schloss 1991 ihre Lehre als Schriftsetzerin ab. Seither ist sie in der IT-Branche 

tätig und implementierte zunächst IT-Systeme bei zahlreichen Schweizer 

Printmedienunternehmen. Bald spezialisierte sie sich auf zentrale Applikationsserver- und 

Speichersysteme und ab Ende der Neunzigerjahre auf IT-Sicherheit und Perimeterschutz. 

Seither ist sie der IT- und Informationssicherheit treu geblieben, hatte CTO- und CISO-

Funktionen inne und baute die Managed Security Services eines Schweizer Service 

Providers auf.

Im Jahr 2019 wechselte Zrinka Maslic zu Kudelski Security, wo sie heute eines der 

regionalen Solution Architect Teams leitet.

ZRINKA MASLIC

SOLUTION ARCHITECT

Kudelski Security

+41 79 127 96 65

zrinka.maslic@kudelskisecurity.com

www.kudelskisecurity.com
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Unser Kerngeschäft ist Cybersecurity – Wir schützen das Ihre.

14
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Eine (sehr) kurze Geschichte der Cyber(un)sicherheit

15

Cyberkriminalität für einen "guten" 

Zweck gewinnt zweifelhafte

Popularität – Anonymous, 

Snowden, Wikileaks, Assange.

Kriminelle erpressen beträchtliche

Summen via Internet – Phishing, 

Ransomware, doppelte/dreifache

Erpressung.

Der tief greifende Einfluss von 

Nationalstaaten wird bei Stuxnet 

und später bei den Solar Wind-

Hacks sehr deutlich.

Einfache Angriffe führen zu

erheblichen Aufräumarbeiten –

Melissa, Slammer, Love Bug, 

Anna Kournikova, Heartbleed, ...

Betrüger Script Kiddies Hacktivists Nationalstaaten Kriminelle Digitalisierung?

Spammer und Veruntreuer nutzen

computergestützte Methoden.

Mit der Covid-19-Pandemie 

machte die Digitalisierung

Siebenmeilensprünge – konnte

die Cybersecurity mithalten? 
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Computer 

says no.
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Was bedeutet diese schnelle Digitalisierung?

17

Unsere Anstrengungen zur

Security Awareness
werden torpediert

• Mehr Distanz und weniger Verbund

zwischen Teamkollegen

• Kulturunterschiede

• Häufiger wechselndes Personal

• Verschmelzung OT, IIoT, IoT, IT

• Immer mehr Cloud-Lösungen

• Komplexe Trust Chains zwischen

Applikationen

• Mangel an Standards

• Nicht zahlende Versicherungen

• Unterschiedliche Rechtslagen

• Komplexe Lieferketten

Unsere

Angriffsfläche
erhält mehr blinde Flecken

Unsere

Reaktionsfähigkeit
wird eingeschränkt
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Der Fisch stinkt vom Kopf

18

Cyber War

Games

Awareness

Trainings

Tabletop

Exercises

Cyber

Range

• Awareness auf oberster Ebene schaffen mit
angemessenen Mitteln

• Üben – Kommunikation, Handgriffe, 
Aufgabengebiete

• Nachvollziehbarkeit schaffen, z.B. mit MITRE

Obere Managerebene,

Krisenstab

Breite

Mitarbeiterschaft

SOC,

Admins, Analysten

Admins,

Krisenmanager
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Betrachten Sie sich als

angegriffen

19
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Supply Chain

Compromise

Compromise

Software

Dependencies and

Development Tools

Compromise

Sof t ware Supply

Chain

TA: 1

Compromise

Hardware Supply

Chain

Trust ed Relat ionship

TA: 1

Val id  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Execut ion

Command and

Scr ipt ing  Int erpret er

TA: 2

PowerShel l

TA: 8

AppleScrip t

Windows

Command Shell

TA: 7

Unix Shell

Visual Basic

TA: 1

Pyt hon

TA: 1

JavaScr ip t

TA: 2

Network Device

CLI

Container

Administ rat ion

Command

Deploy Container

Exploitat ion for Client

Execut ion

Inter- Process

Communicat ion

Component Object

Model

Dynamic Dat a

Exchange

TA: 1

Nat ive API

TA: 1

Scheduled Task/Job

TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

TA: 1

Scheduled Task

TA: 5

Systemd Timers

Container

Orchestrat ion Job

Shared Modules

Software Deployment

Tools

System Services

Launchct l

Service Execut ion

TA: 3

User Execut ion

Mal ic ious Link

TA: 2

Mal ic ious Fi le

TA: 3

Malic ious Image

Windows

Management

Inst rument at ion

TA: 7

Persist ence

Account  Manipulat ion

BITS Jobs

Boot or Logon

Autostart  Execut ion

Regist r y  Run

Keys / St ar t up

Folder

TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules

and Extensions

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot or Logon

Init ializat ion Scripts

Browser Extensions

Compromise Client

Software Binary

Creat e Account

TA: 1

Creat e or  Modif y

Syst em Process

TA: 1

Launch Agent

Systemd Service

Windows Ser vice

TA: 4

Launch Daemon

Event  Triggered

Execut ion

Change Default

File Associat ion

Screensaver

Windows

Management

Instrumentat ion

Event  Subscript ion

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib il i t y

Feat ures

TA: 1

AppCert DLLs

AppInit  DLLs

Applicat ion

Shimming

TA: 1

Image File

Execut ion Opt ions

Inject ion

PowerShell Prof ile

Emond

Component Object

Model Hijacking

Ext ernal Remot e

Ser vices

TA: 2

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable

Installer File

Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by  PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by  Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by  Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Implant  Internal Image

Modify Authent icat ion

Process

Of f ice Applicat ion

Startup

Pre- OS Boot

Scheduled Task /Job

TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

TA: 1

Scheduled Task

TA: 5

Systemd Timers

Container

Orchestrat ion Job

Server Software

Component

Traf f ic Signaling

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Pr iv i lege Escalat ion

Abuse Elevat ion

Control Mechanism

Setuid and Setgid

Bypass User

Account  Cont rol

TA: 1

Sudo and Sudo

Caching

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

Token

Impersonat ion/Theft

Creat e Process

w it h Token

TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

Boot or Logon

Autostart  Execut ion

Regist ry  Run Keys

/ St ar t up Folder

TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules and

Extensions

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot or Logon

Init ializat ion Scripts

Creat e or  Modif y

Syst em Process

TA: 1

Launch Agent

Systemd Service

Windows Service

TA: 4

Launch Daemon

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Escape to Host

Event  Triggered

Execut ion

Change Default  File

Associat ion

Screensaver

Windows

Management

Instrumentat ion

Event Subscript ion

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib i l it y

Feat ures

TA: 1

AppCert DLLs

AppInit  DLLs

Appl icat ion

Shimming

TA: 1

Image File

Execut ion Opt ions

Inject ion

PowerShell Prof ile

Emond

Component Object

Model Hijacking

Exploit at ion f or

Pr iv i lege Escalat ion

TA: 2

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Process Injec t ion

TA: 3

Dynamic- l ink

Library Injec t ion

TA: 4

Por t ab le

Execut ab le

Inject ion

TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em

Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory Injec t ion

TA: 1

Process Hollow ing

TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Scheduled Task /Job

TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

TA: 1

Scheduled Task

TA: 5

Systemd Timers

Container

Orchestrat ion Job

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Defense Evasion

Abuse Elevat ion Control

Mechanism

Setuid and Setgid

Bypass User

Account  Cont rol

TA: 1

Sudo and Sudo

Caching

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

Token

Impersonat ion/Theft

Creat e Process

w it h Token

TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

BITS Jobs

Build Image on Host

Deobf uscat e/Decode

Fi les or  Informat ion

TA: 1

Deploy Container

Direct  Volume Access

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Execut ion Guardrails

Exploitat ion for Defense

Evasion

File and Directory

Permissions

Modif icat ion

Windows File and

Direct or y

Permissions

Mod if icat ion

TA: 1

Linux and Mac File

and Directory

Permissions

Modif icat ion

Hide Ar t if ac t s

TA: 1

Hidden Files and

Direct or ies

TA: 1

Hidden Users

Hidden Window

NTFS File Attributes

Hidden File System

Run Vir t ual

Inst ance

TA: 1

VBA Stomping

Email Hid ing  Rules

TA: 1

Resource Forking

Hijack Execut ion Flow

DLL Search Order

Hijack ing

TA: 1

DLL Side- Load ing

TA: 1

Dy lib  Hijack ing

TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

Services Registry

Permissions

Weakness

COR_PROFILER

Impair  Defenses

TA: 1

Disab le or  Mod if y

Tools

TA: 5

Disab le Windows

Event  Logging

TA: 1

Impair  Command

Hist ory Logging

TA: 1

Disab le or  Mod if y

Syst em Firewall

TA: 1

Ind icat or  Block ing

TA: 1

Disab le or  Mod if y

Cloud Firewall

TA: 1

Disab le Cloud Logs

TA: 1

Safe Mode Boot

TA: 1

Downgrade At t ack

TA: 1

Indicator Removal on

Host

Clear  Windows

Event  Logs

TA: 2

Clear Linux or Mac

System Logs

Clear Command

History

File Delet ion

TA: 1

Network Share

Connect ion Removal

Timestomp

Indirect  Command

Execut ion

Masquerad ing

TA: 1

Invalid  Code

Signat ure

TA: 2

Right - t o- Lef t

Over r ide

TA: 1

Rename Syst em

Ut il it ies

TA: 2

Masquerade Task

or  Ser vice

TA: 4

Mat ch Legit imat e

Name or  Locat ion

TA: 4

Space af t er

Filename

TA: 1

Double Fi le

Ext ension

TA: 1

Modify Authent icat ion

Process

Modify Cloud Compute

Infrastructure

Mod if y  Regist r y

TA: 4

Modify System Image

Network Boundary

Bridging

Obf uscat ed Fi les or

Inf ormat ion

TA: 3

Pre- OS Boot

Process Injec t ion

TA: 3

Dynamic- l ink

Lib rary Injec t ion

TA: 4

Por t ab le

Execut ab le

Inject ion

TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em

Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory  Injec t ion

TA: 1

Process Hollow ing

TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Reflect ive Code

Loading

Rogue Domain

Controller

Rootkit

Signed Binar y Proxy

Execut ion

TA: 1

Compiled HTML File

Control Panel

CMSTP

InstallUt il

Msht a

TA: 2

Msiexec

TA: 1

Odbcconf

Regsvcs/Regasm

TA: 1

Regsvr32

TA: 1

Rundll32

TA: 1

Verclsid

Mavinject

MMC

Signed Script  Proxy

Execut ion

Subvert  Trust Controls

Gatekeeper Bypass

Code Signing

TA: 2

SIP and Trust

Provider Hijacking

Install Root

Cert if icate

Mark- of- the-Web

Bypass

Code Signing Policy

Modif icat ion

Template Inject ion

Traff ic Signaling

Trusted Developer

Utilit ies Proxy Execut ion

Unused/Unsupported

Cloud Regions

Use Alternate

Authent icat ion Material

Valid  Account s

TA: 3

Default  Account s

TA: 1

Domain Account s

TA: 3

Local Account s

TA: 1

Cloud Account s

TA: 1

Vir t ualizat ion/Sandbox

Evasion

TA: 1

Syst em Checks

TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Weaken Encrypt ion

XSL Scr ipt  Processing

Credent ial Access

Adversary- in- t he-

Midd le

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

TA: 3

ARP Cache

Poisoning

TA: 1

Brute Force

Credent ials from

Password Stores

Keychain

Securityd Memory

Credent ials f rom

Web Browsers

TA: 1

Windows

Credent ial

Manager

Password

Managers

Exploitat ion for

Credent ial Access

Forced Authent icat ion

Forge Web

Credent ials

Input Capture

Key logging

TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

TA: 1

Modify Authent icat ion

Process

Net w ork  Snif f ing

TA: 1

OS Credent ial

Dumping

LSASS Memor y

TA: 3

Secur it y  Account

Manager

TA: 1

NTDS

TA: 1

LSA Secret s

Cached Domain

Credent ials

DCSync

Proc Fi lesyst em

/et c/passwd and

/et c/shadow

Steal Applicat ion

Access Token

St eal Web Session

Cook ie

Steal or Forge

Kerberos Tickets

Golden Ticket

TA: 1

Silver  Ticket

TA: 1

Kerberoast ing

TA: 3

AS- REP Roast ing

Two- Factor

Authent icat ion

Intercept ion

Unsecured

Credent ials

Credent ials In

Fi les

TA: 2

Credent ials in

Regist ry

Bash History

Pr ivat e Keys

TA: 1

Cloud Instance

Metadata API

Group Policy

Preferences

Container API

Discovery

Account  Discovery

TA: 1

Local Account

TA: 1

Domain Account

TA: 2

Email Account

TA: 1

Cloud Account

TA: 1

Applicat ion Window

Discovery

Browser  Bookmark

Discovery

TA: 1

Cloud Infrastructure

Discovery

Cloud Service

Dashboard

Cloud Service

Discovery

Cloud Storage Object

Discovery

Container and Resource

Discovery

Domain Trust

Discovery

TA: 2

Fi le and Direct ory

Discovery

TA: 3

Group Policy

Discovery

TA: 1

Net w ork  Ser vice

Scanning

TA: 1

Net w ork  Share

Discovery

TA: 2

Net w ork  Snif f ing

TA: 1

Password Policy

Discovery

Peripheral Device

Discovery

Permission Groups

Discovery

Process Discovery

TA: 2

Query Registry

Remot e Syst em

Discovery

TA: 2

Sof t ware Discovery

TA: 2

Secur it y  Sof t ware

Discovery

TA: 3

Syst em Inf ormat ion

Discovery

TA: 3

System Locat ion

Discovery

Syst em Net w ork

Conf igurat ion

Discovery

TA: 2

Int ernet

Connec t ion

Discovery

TA: 1

Syst em Net w ork

Connect ions

Discovery

TA: 1

Syst em Owner /User

Discovery

TA: 2

Syst em Service

Discovery

TA: 1

System Time Discovery

Vir t ualizat ion/Sandbox

Evasion

TA: 1

Syst em Checks

TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Lat eral Movement

Exploit at ion of

Remot e Services

TA: 3

Internal Spearphishing

Lat eral Tool Transfer

TA: 3

Remote Service

Session Hijacking

Remot e Services

Remot e Deskt op

Prot ocol

TA: 3

SMB/Windows

Admin Shares

TA: 2

Dist r ibut ed

Component

Object  Model

TA: 1

SSH

TA: 2

VNC

TA: 1

Windows Remot e

Management

TA: 2

Replicat ion Through

Removable Media

Software Deployment

Tools

Taint  Shared Cont ent

TA: 1

Use Alternate

Authent icat ion

Material

Collec t ion

Adversary- in- t he-

Midd le

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

TA: 3

ARP Cache

Poisoning

TA: 1

Archive Collec ted

Data

Audio Capture

Aut omat ed

Collec t ion

TA: 1

Browser Session

Hijacking

Clipboard Data

Dat a St aged

TA: 1

Local Dat a

St ag ing

TA: 1

Remote Data

Staging

Data from Cloud

Storage Object

Data from

Configurat ion

Repository

Data from Informat ion

Repositories

Dat a f rom Local

Syst em

TA: 2

Data from Network

Shared Drive

Data from Removable

Media

Email Collec t ion

Local Email

Collec t ion

TA: 1

Remot e Email

Collec t ion

Email For ward ing

Rule

Input  Capture

Keylogging

TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

TA: 1

Screen Capt ur e

TA: 3

Video Capt ure

TA: 1

Command and

Cont rol
Applicat ion Layer

Protocol

Web Prot ocols

TA: 1

File Transfer

Protocols

Mail Protocols

DNS

TA: 1

Communicat ion

Through Removable

Media

Data Encoding

Standard Encoding

Non- St andar d

Encod ing

Data Obfuscat ion

Dynamic Resolut ion

Encrypted Channel

Fallback  Channels

TA: 1

Ingress Tool Transf er

TA: 3

Mult i- St age

Channels

Non- Applicat ion Layer

Protocol

Non- St andar d Por t

TA: 1

Protocol Tunneling

Proxy

TA: 1

Int ernal Proxy

Ext ernal Proxy

Mult i- hop Proxy

TA: 1

Domain Front ing

Remot e Access

Sof t ware

TA: 1

Traff ic Signaling

Web Service

Dead Drop

Resolver

Bid ir ect ional

Communicat ion

TA: 1

One-Way

Communicat ion

Exf il t r at ion

Automated Exf ilt rat ion

Data Transfer Size Limits

Ex f il t r at ion Over  Alt ernat ive

Prot ocol

TA: 1

Ex f il t r at ion Over

Symmet r ic Encr ypt ed

Non- C2 Prot ocol

TA: 1

Ex f il t r at ion Over

Asymmet r ic  Encrypt ed

Non- C2 Prot ocol

TA: 1

Ex f il t r at ion Over

Unencr ypt ed/Obf uscat ed

Non- C2 Prot ocol

TA: 2

Ex f il t r at ion Over  C2 Channel

TA: 1

Exf ilt rat ion Over Other

Network Medium

Exfilt rat ion Over Physical

Medium

Exf il t r at ion Over  Web

Ser vice

TA: 1

Exf ilt rat ion to Code

Repository

Ex f il t r at ion t o Cloud

St orage

TA: 2

Scheduled Transfer

Transfer  Dat a t o Cloud

Account

TA: 2

Impact

Account  Access

Removal

Dat a Dest ruct ion

Dat a Encrypt ed  for

Impact

TA: 5

Data Manipulat ion

Defacement

Disk Wipe

Endpoint  Denial of

Service

Firmware Corrupt ion

Inhib it  Syst em

Recovery

TA: 4

Net w ork  Denial of

Service

TA: 1

Resource Hijacking

Service St op

TA: 5

System

Shutdown/Reboot

®

Technology Dat a Sources

Threat  Act ors (9 ) Threat  Ver t icals Options
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Highlight  Techniques

Coverage

Threats

Reconnaissance

Act ive Scanning

T: 3

Scanning  IP

Blocks

T: 1

Vulnerab il i t y

Scanning

T: 1

Gat her  Vic t im Host

Informat ion

T: 2

Gather Vict im Ident ity

Informat ion

Credent ials

T: 1

Email Addresses

Employee Names

Gather Vict im

Network Information

Gather Vict im Org

Informat ion

Phishing f or

Informat ion

T: 5

Search Closed

Sources

Search Open

Technical Databases

Search Open

Websites/Domains

Search Vic t im-

Ow ned Websit es

T: 2

Resource

Development
Acquire Inf rastructure

Domains

TA: 1

DNS Server

Virtual Private

Server

Server

Bot net

T: 2

Web Services

Compromise

Account s

T: 2

Social Media

Accounts

Email Account s

T: 2

Compromise

Inf rast ruc t ure

T: 2

Domains

DNS Server

Virtual Private

Server

Server

TA: 1

Botnet

Web Services

Develop Capabilit ies

Malware

TA: 1

Code Signing

Cert if icates

Digital Cert if icates

Exploits

Establish Accounts

Obtain Capabilit ies

Malware

T: 2

Tool

T: 2 TA: 1

Code Signing

Cer t if icat es

TA: 1

Digital Cert if icates

Exploit s

T: 2

Vulnerabilit ies

Stage Capabilit ies

Init ial Access

Dr ive- by

Compromise

T: 4 TA: 1

Exploit  Pub lic -

Facing Appl icat ion

T: 4 TA: 2

Ext ernal Remot e

Services

T: 6 TA: 2

Hardware Addit ions

Phishing

T: 6 TA: 1

Spear phishing

At t achment

T: 4 TA: 3

Spear phishing

Link

T: 4 TA: 3

Spearphishing via

Service

Replicat ion Through

Removable Media

Supply Chain

Compromise

T: 1

Compromise

Software

Dependencies and

Development

Tools

Compromise

Sof t ware Supply

Chain

TA: 1

Compromise

Hardware Supply

Chain

Trust ed Relat ionship

T: 1 TA: 1

Val id  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Execut ion

Command and

Scr ipt ing  Int erpret er

T: 4 TA: 2

PowerShel l

T: 6 TA: 8

AppleScrip t

Windows

Command Shell

T: 4 TA: 7

Unix  Shell

T: 3

Visual Basic

T: 4 TA: 1

Pyt hon

T: 1 TA: 1

JavaScr ip t

T: 3 TA: 2

Network Device

CLI

Container

Administ rat ion

Command

Deploy  Cont ainer

T: 2

Exploit at ion f or

Client  Execut ion

T: 3

Int er- Process

Communicat ion

T: 2

Component

Objec t  Model

T: 3

Dynamic Dat a

Exchange

TA: 1

Nat ive API

T: 4 TA: 1

Scheduled Task/Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Shared Modules

T: 2

Sof t ware

Deployment  Tools

T: 1

Syst em Ser vices

T: 3

Launchct l

Service

Execut ion

T: 5 TA: 3

User  Execut ion

T: 4

Mal ic ious Link

T: 2 TA: 2

Mal ic ious Fi le

T: 4 TA: 3

Malic ious Image

Windows

Management

Inst rument at ion

T: 4 TA: 7

Persist ence

Account

Manipulat ion

T: 7

Addit ional Cloud

Credent ials

T: 3

Exchange Email

Delegate

Permissions

Add Off ice 365

Global

Administ rator Role

SSH Aut hor ized

Keys

T: 2

BITS Jobs

T: 2

Boot  or  Logon

Aut ost ar t  Execut ion

T: 4

Regist r y  Run

Keys / St ar t up

Folder

T: 4 TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

T: 1 TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules

and Ext ensions

T: 2

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot  or  Logon

Init ial izat ion Scr ipt s

T: 1

Logon Scr ip t

(Windows)

T: 2

Logon Script

(Mac)

Network Logon

Script

RC Scripts

St ar t up It ems

T: 3

Browser Extensions

Compromise Client

Software Binary

Creat e Account

T: 2 TA: 1

Local Account

T: 4

Domain Account

Cloud Account

Creat e or  Modif y

Syst em Process

T: 4 TA: 1

Launch Agent

Syst emd Ser vice

T: 1

Windows Ser vice

T: 4 TA: 4

Launch Daemon

T: 1

Event  Tr iggered

Execut ion

T: 1

Change Default

File Associat ion

Screensaver

T: 3

Windows

Managem ent

Inst rument at ion

Event

Subscr ipt ion

T: 3

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib il i t y

Feat ures

T: 4 TA: 1

AppCert DLLs

AppInit  DLLs

Applicat ion

Shimming

T: 3 TA: 1

Image File

Execut ion

Opt ions Injec t ion

T: 1

PowerShell Prof ile

Emond

Component

Object  Model

Hijack ing

T: 3

Ext ernal Remot e

Ser vices

T: 6 TA: 2

Hijack  Execut ion

Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy lib  Hijack ing

T: 1 TA: 1

Executable

Installer File

Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion

by  PATH

Environment

Var iab le

TA: 1

Pat h Int ercept ion

by  Search Order

Hijack ing

TA: 1

Pat h Int ercept ion

by  Unquot ed

Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Implant  Int ernal

Image

T: 2

Modify Authent icat ion

Process

Domain

Cont rol ler

Aut hent icat ion

T: 2

Password Fil t er

DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Of f ice Appl icat ion

St ar t up

T: 1

Off ice Template

Macros

Off ice Test

Outlook Forms

Outlook Home

Page

Out look Rules

T: 1

Add- ins

Pre- OS Boot

Scheduled Task /Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Ser ver  Sof t ware

Component

T: 3

SQL St ored

Procedures

T: 2

Transport  Agent

Web Shell

T: 3

IIS Components

Traf f ic Signaling

Valid  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Pr iv i lege Escalat ion

Abuse Elevat ion

Cont rol Mechanism

T: 4

Set uid  and Set gid

T: 1

Bypass User

Account  Cont rol

T: 3 TA: 1

Sudo and Sudo

Caching

T: 1

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

T: 4

Token

Impersonat ion/Thef t

T: 3

Creat e Process w it h

Token

T: 3 TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

Boot  or  Logon

Aut ost ar t  Execut ion

T: 4

Regist r y  Run Keys /

St ar t up Folder

T: 4 TA: 5

Authent icat ion

Package

Time Providers

Winlogon Helper

DLL

T: 1 TA: 2

Secur it y  Suppor t

Provider

TA: 1

Kernel Modules and

Ext ensions

T: 2

Re- opened

Applicat ions

LSASS Driver

Shor t cut

Mod if icat ion

TA: 1

Port  Monitors

Plist  Modif icat ion

Print Processors

XDG Autostart

Entries

Act ive Setup

Login It ems

TA: 1

Boot  or  Logon

Init ial izat ion Scr ipt s

T: 1

Logon Scr ip t

(Windows)

T: 2

Logon Script  (Mac)

Network Logon Script

RC Scripts

St ar t up It ems

T: 3

Creat e or  Modif y

Syst em Process

T: 4 TA: 1

Launch Agent

Syst emd Ser vice

T: 1

Windows Service

T: 4 TA: 4

Launch Daemon

T: 1

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Escape to Host

Event  Tr iggered

Execut ion

T: 1

Change Default  File

Associat ion

Screensaver

T: 3

Windows

Management

Inst rument at ion

Event  Subscr ipt ion

T: 3

Unix Shell

Conf igurat ion

Modif icat ion

Trap

LC_LOAD_DYLIB

Addit ion

Netsh Helper DLL

Accessib i l it y

Feat ures

T: 4 TA: 1

AppCert DLLs

AppInit  DLLs

Appl icat ion

Shimming

T: 3 TA: 1

Image File Execut ion

Opt ions Inject ion

T: 1

PowerShell Prof ile

Emond

Component  Objec t

Model Hijack ing

T: 3

Exploit at ion f or

Pr iv i lege Escalat ion

T: 4 TA: 2

Hijack  Execut ion Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy lib  Hijack ing

T: 1 TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion by

PATH Environment

Var iab le

TA: 1

Pat h Int ercept ion by

Search Order

Hijack ing

TA: 1

Pat h Int ercept ion by

Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Process Injec t ion

T: 4 TA: 3

Dynamic- l ink

Lib rary Injec t ion

T: 1 TA: 4

Por t ab le Execut ab le

Inject ion

T: 1 TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em Calls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memory  Injec t ion

TA: 1

Process Hollow ing

T: 3 TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Scheduled Task /Job

T: 4 TA: 2

At  (Linux)

TA: 1

At  (Windows)

TA: 2

Cron

T: 1 TA: 1

Scheduled Task

T: 3 TA: 5

Systemd Timers

Container

Orchestrat ion Job

Valid  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Defense Evasion

Abuse Elevat ion

Cont rol Mechanism

T: 4

Set uid  and Set g id

T: 1

Bypass User

Account  Cont rol

T: 3 TA: 1

Sudo and Sudo

Caching

T: 1

Elevated Execut ion

with Prompt

Access Token

Manipulat ion

T: 4

Token

Impersonat ion/Thef t

T: 3

Creat e Process w it h

Token

T: 3 TA: 1

Make and

Impersonate Token

Parent  PID Spoof ing

SID- Hist ory

Inject ion

TA: 1

BITS Jobs

T: 2

Build Image on Host

Deobf uscat e/Decode

Files or  Informat ion

T: 4 TA: 1

Deploy Cont ainer

T: 2

Direct  Volume Access

Domain Policy

Modif icat ion

Group Policy

Mod if icat ion

TA: 2

Domain Trust

Modif icat ion

Execut ion Guardrails

Exploit at ion f or

Defense Evasion

T: 3

Fi le and Direct ory

Permissions

Mod if icat ion

T: 3

Windows File and

Direct ory

Permissions

Mod if icat ion

T: 4 TA: 1

Linux and Mac File

and Directory

Permissions

Modif icat ion

Hide Ar t if act s

T: 3 TA: 1

Hidden Files and

Direct or ies

T: 2 TA: 1

Hidden Users

Hidden Window

T: 2

NTFS File At t r ibut es

T: 3

Hidden File System

Run Vir t ual Inst ance

TA: 1

VBA Stomping

Email Hid ing Rules

TA: 1

Resource Forking

Hijack  Execut ion Flow

T: 2

DLL Search Order

Hijack ing

T: 3 TA: 1

DLL Side- Load ing

T: 1 TA: 1

Dy l ib  Hijack ing

T: 1 TA: 1

Executable Installer

File Permissions

Weakness

Dynamic Linker

Hijacking

Pat h Int ercept ion by

PATH Environment

Var iab le

TA: 1

Pat h Int ercept ion by

Search Order

Hijack ing

TA: 1

Pat h Int ercept ion by

Unquot ed Pat h

TA: 1

Services File

Permissions

Weakness

T: 1

Services Regist r y

Permissions

Weakness

T: 1

COR_PROFILER

Impair  Defenses

T: 4 TA: 1

Disab le or  Mod if y

Tools

T: 5 TA: 5

Disab le Windows

Event  Logging

T: 2 TA: 1

Impair  Command

Hist ory Logging

TA: 1

Disab le or  Mod if y

Syst em Firewall

T: 4 TA: 1

Ind icat or  Block ing

T: 1 TA: 1

Disab le or  Mod if y

Cloud Firewall

T: 2 TA: 1

Disab le Cloud Logs

T: 4 TA: 1

Safe Mode Boot

TA: 1

Dow ngrade At t ack

TA: 1

Ind icat or  Removal on

Host

T: 4

Clear  Windows

Event  Logs

T: 3 TA: 2

Clear Linux or Mac

System Logs

Clear  Command

Hist ory

T: 2

Fi le Delet ion

T: 4 TA: 1

Net work  Share

Connect ion Removal

T: 3

Timest omp

T: 3

Ind irect  Command

Execut ion

T: 3

Masquerad ing

T: 4 TA: 1

Invalid  Code

Signat ure

T: 3 TA: 2

Right - t o- Lef t

Over r ide

T: 3 TA: 1

Rename Syst em

Ut il it ies

T: 3 TA: 2

Masquerade Task or

Service

T: 4 TA: 4

Mat ch Legit imat e

Name or  Locat ion

T: 4 TA: 4

Space af t er

Fi lename

T: 1 TA: 1

Double File

Ext ension

T: 2 TA: 1

Modify Authent icat ion

Process

Domain Cont rol ler

Aut hent icat ion

T: 2

Password Fil t er  DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Modify Cloud Compute

Infrastructure

Mod if y  Regist r y

T: 4 TA: 4

Modify System Image

Network Boundary

Bridging

Obf uscat ed Fi les or

Informat ion

T: 4 TA: 3

Binary Padding

Sof t ware Pack ing

T: 3

St eganography

T: 3

Compile After

Delivery

Indicator Removal

from Tools

HTML Smuggling

Pre- OS Boot

Process Injec t ion

T: 4 TA: 3

Dynamic- l ink

Lib rar y Injec t ion

T: 1 TA: 4

Por t ab le Execut able

Inject ion

T: 1 TA: 2

Thread Execut ion

Hijack ing

TA: 1

Asynchronous

Procedure Call

TA: 1

Thread Local

St orage

TA: 1

Pt race Syst em Cal ls

TA: 1

Proc Memory

TA: 1

Ext ra Window

Memor y Injec t ion

TA: 1

Process Hollow ing

T: 3 TA: 2

Process

Doppelgänging

TA: 2

VDSO Hijack ing

TA: 1

Ref lect ive Code

Loading

T: 2

Rogue Domain

Cont rol ler

T: 2

Root k it

T: 1

Signed Binar y Proxy

Execut ion

T: 4 TA: 1

Compiled HTML File

Control Panel

CMSTP

T: 1

InstallUt il

Msht a

T: 4 TA: 2

Msiexec

TA: 1

Odbcconf

Regsvcs/Regasm

TA: 1

Regsvr32

T: 1 TA: 1

Rundll32

T: 4 TA: 1

Verclsid

Mavinject

MMC

Signed Script  Proxy

Execut ion

Subver t  Trust  Cont rols

T: 1

Gatekeeper Bypass

Code Signing

TA: 2

SIP and Trust

Provider Hijacking

Inst al l  Root

Cer t if icat e

T: 1

Mark- of- the-Web

Bypass

Code Signing Policy

Modif icat ion

Template Inject ion

Traf f ic Signaling

Trust ed Developer

Ut il it ies Proxy

Execut ion

T: 1

Unused/Unsupported

Cloud Regions

Use Alternate

Authent icat ion Material

Applicat ion Access

Token

Pass t he Hash

T: 4

Pass t he Ticket

T: 4

Web Session Cookie

Val id  Account s

T: 6 TA: 3

Default  Account s

TA: 1

Domain Account s

T: 3 TA: 3

Local Account s

T: 3 TA: 1

Cloud Account s

T: 4 TA: 1

Vir t ualizat ion/Sandbox

Evasion

T: 1 TA: 1

Syst em Checks

T: 3 TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based Evasion

TA: 2

Weaken Encrypt ion

XSL Scr ip t  Processing

T: 1

Credent ial Access

Adversary- in- t he-

Middle

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

T: 2 TA: 3

ARP Cache

Poisoning

TA: 1

Brut e Force

T: 4

Password

Guessing

T: 2

Password

Crack ing

T: 2

Password

Spraying

T: 5

Credent ial Stuff ing

Credent ials f rom

Password St ores

T: 5

Keychain

T: 2

Secur it yd

Memory

T: 1

Credent ials f rom

Web Browsers

T: 3 TA: 1

Windows

Credent ial

Manager

Password

Managers

Exploit at ion f or

Credent ial Access

T: 3

Forced

Aut hent icat ion

T: 1

Forge Web

Credent ials

Input  Capt ure

T: 4

Key logging

T: 3 TA: 1

GUI Input Capture

Web Portal

Capture

Credent ial API

Hook ing

T: 1 TA: 1

Modify Authent icat ion

Process

Domain

Cont rol ler

Aut hent icat ion

T: 2

Password Fi l t er

DLL

T: 1

Pluggable

Authent icat ion

Modules

Network Device

Authent icat ion

Net w ork  Snif f ing

T: 1 TA: 1

OS Credent ial

Dumping

T: 4

LSASS Memor y

T: 3 TA: 3

Secur it y  Account

Manager

T: 3 TA: 1

NTDS

T: 1 TA: 1

LSA Secret s

Cached Domain

Credent ials

DCSync

T: 2

Proc  Filesyst em

/et c/passwd and

/et c/shadow

T: 1

St eal Applicat ion

Access Token

T: 2

St eal Web Session

Cook ie

St eal or  Forge

Kerberos Ticket s

T: 4

Golden Ticket

T: 3 TA: 1

Silver  Ticket

TA: 1

Kerberoast ing

T: 3 TA: 3

AS- REP Roast ing

T: 2

Two- Fact or

Aut hent icat ion

Int ercept ion

T: 1

Unsecured

Credent ials

T: 5

Credent ials In

Fi les

T: 3 TA: 2

Credent ials in

Regist r y

T: 1

Bash Hist or y

T: 1

Pr ivat e Keys

T: 3 TA: 1

Cloud Instance

Metadata API

Group Policy

Preferences

Container API

Discovery

Account  Discovery

T: 7 TA: 1

Local Account

T: 3 TA: 1

Domain Account

T: 5 TA: 2

Email Account

TA: 1

Cloud Account

T: 2 TA: 1

Appl icat ion Window

Discovery

T: 3

Browser  Bookmark

Discovery

TA: 1

Cloud Inf rast ruc t ure

Discovery

T: 3

Cloud Ser vice

Dashboard

T: 2

Cloud Ser vice

Discovery

T: 3

Cloud Storage Object

Discovery

Container and Resource

Discovery

Domain Trust

Discovery

T: 4 TA: 2

Fi le and Direct ory

Discovery

T: 3 TA: 3

Group Policy

Discovery

TA: 1

Net w ork  Service

Scanning

T: 3 TA: 1

Net w ork  Share

Discovery

T: 3 TA: 2

Net w ork  Snif f ing

T: 1 TA: 1

Password Pol icy

Discovery

T: 3

Per ipheral Device

Discovery

T: 3

Permission Groups

Discovery

T: 4

Local Groups

T: 3

Domain Groups

T: 4

Cloud Groups

Process Discovery

T: 4 TA: 2

Query  Regist r y

T: 4

Remot e Syst em

Discovery

T: 4 TA: 2

Sof t ware Discovery

TA: 2

Secur it y  Sof t ware

Discovery

T: 3 TA: 3

Syst em Inf ormat ion

Discovery

T: 3 TA: 3

System Locat ion

Discovery

Syst em Net work

Conf igurat ion

Discovery

T: 3 TA: 2

Int ernet

Connec t ion

Discovery

TA: 1

Syst em Net work

Connec t ions

Discovery

T: 3 TA: 1

Syst em Owner /User

Discovery

T: 3 TA: 2

Syst em Ser vice

Discovery

T: 3 TA: 1

System Time Discovery

Vir t ualizat ion/Sandbox

Evasion

T: 1 TA: 1

Syst em Checks

T: 3 TA: 1

User  Act iv it y  Based

Checks

TA: 2

Time Based

Evasion

TA: 2

Lat eral Movement

Exploit at ion of

Remot e Serv ices

T: 4 TA: 3

Int ernal

Spearphishing

T: 2

Lat eral Tool Transfer

T: 3 TA: 3

Remote Service

Session Hijacking

SSH Hijacking

RDP Hijack ing

T: 2

Remot e Serv ices

T: 3

Remot e Deskt op

Prot ocol

T: 3 TA: 3

SMB/Windows

Admin Shares

T: 4 TA: 2

Dist r ibut ed

Component

Objec t  Model

TA: 1

SSH

T: 3 TA: 2

VNC

TA: 1

Windows Remot e

Management

T: 4 TA: 2

Replicat ion Through

Removable Media

Sof t ware

Deployment  Tools

T: 1

Taint  Shared

Cont ent

T: 2 TA: 1

Use Alternate

Authent icat ion

Material

Applicat ion

Access Token

Pass t he Hash

T: 4

Pass t he Ticket

T: 4

Web Session

Cookie

Collec t ion

Adversary- in- t he-

Middle

TA: 1

LLMNR/NBT- NS

Poisoning and

SMB Relay

T: 2 TA: 3

ARP Cache

Poisoning

TA: 1

Archive Collect ed

Dat a

T: 3

Archive via Ut il it y

T: 3

Archive via Librar y

Archive via

Custom Method

Audio Capt ure

T: 3

Aut omat ed

Collec t ion

T: 3 TA: 1

Browser Session

Hijacking

Clipboard Dat a

T: 3

Dat a St aged

T: 1 TA: 1

Local Dat a

St ag ing

T: 4 TA: 1

Remot e Dat a

St ag ing

T: 3

Dat a f rom Cloud

St orage Objec t

T: 5

Data from

Configurat ion

Repository

Dat a f rom

Inf ormat ion

Reposit or ies

T: 3

Dat a f rom Local

Syst em

T: 4 TA: 2

Dat a f rom Net work

Shared Dr ive

T: 3

Data from Removable

Media

Email Collec t ion

T: 4

Local Email

Collec t ion

T: 3 TA: 1

Remot e Email

Collec t ion

Email For warding

Rule

T: 2

Input  Capt ure

T: 4

Key logging

T: 3 TA: 1

GUI Input  Capture

Web Portal

Capture

Credent ial API

Hook ing

T: 1 TA: 1

Screen Capt ur e

T: 4 TA: 3

Video Capt ure

TA: 1

Command and

Cont rol
Applicat ion Layer

Prot ocol

T: 5

Web Prot ocols

T: 3 TA: 1

File Transfer

Protocols

Mail Protocols

DNS

T: 5 TA: 1

Communicat ion

Through Removable

Media

Dat a Encoding

T: 3

St andard

Encoding

T: 3

Non- St andar d

Encoding

Dat a Obf uscat ion

T: 2

Dynamic Resolut ion

T: 2

Encrypt ed Channel

T: 3

Symmet r ic

Crypt ography

T: 3

Asymmet r ic

Crypt ography

T: 3

Fal lback Channels

TA: 1

Ingress Tool

Transfer

T: 4 TA: 3

Mult i - St age

Channels

T: 2

Non- Applicat ion

Layer  Prot ocol

T: 3

Non- St andar d Por t

T: 4 TA: 1

Prot ocol Tunneling

T: 1

Proxy

T: 5 TA: 1

Int ernal Proxy

T: 3

Ext ernal Proxy

Mult i - hop Proxy

TA: 1

Domain Front ing

Remot e Access

Sof t ware

T: 3 TA: 1

Traf f ic Signaling

Web Serv ice

T: 3

Dead Drop

Resolver

Bid irec t ional

Communicat ion

TA: 1

One-Way

Communicat ion

Ex f il t rat ion

Aut omat ed Exf i l t rat ion

T: 3

Data Transfer Size Limits

Ex f il t rat ion Over  Alt ernat ive

Prot ocol

T: 5 TA: 1

Exf il t r at ion Over

Symmet r ic Encr ypt ed

Non- C2 Prot ocol

TA: 1

Exf il t r at ion Over

Asymmet r ic  Encrypt ed

Non- C2 Prot ocol

TA: 1

Exf il t r at ion Over

Unencr ypt ed/Obf uscat ed

Non- C2 Prot ocol

T: 5 TA: 2

Ex f il t rat ion Over  C2 Channel

T: 4 TA: 1

Ex f il t rat ion Over  Ot her

Net work  Medium

T: 1

Exf ilt rat ion Over Physical

Medium

Exf il t rat ion Over  Web

Service

T: 2 TA: 1

Exf il t r at ion t o Code

Reposit ory

T: 1

Exf il t r at ion t o Cloud

St orage

T: 3 TA: 2

Scheduled Transfer

Transfer  Dat a t o Cloud

Account

T: 3 TA: 2

Impact

Account  Access

Removal

Dat a Dest ruc t ion

T: 3

Dat a Encrypt ed for

Impact

T: 5 TA: 5

Data Manipulat ion

St ored Dat a

Manipulat ion

T: 2

Transmit ted Data

Manipulat ion

Runtime Data

Manipulat ion

Defacement

Disk  Wipe

T: 1

Endpoint  Denial of

Ser vice

T: 3

Firmware Corrupt ion

Inhib it  Syst em

Recovery

T: 4 TA: 4

Net w ork  Denial of

Ser vice

T: 2 TA: 1

Resource Hijack ing

T: 2

Ser vice St op

T: 3 TA: 5

Syst em

Shut down/Reboot

T: 3

®

Technology (11) Dat a Sources

Threat  Act ors (9 ) Threat  Ver t icals Options

4
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4

3

2

5

2

2

5

5

1

1

4

2

1

5

1

1

1

2

2

1

2

3

3

3

1

1

1

1

2

2

4

2

Legend

UCM Coverage Reference Search Search Log out

Technology: CrowdStrike, MDR ONE,

Microsoft  Defender for Cloud,

Microsoft  Defender for Endpoint

Credentials Phishing Vulnerabilities

Top-Angriffsvektoren

Top-Gegenmassnahmen

• EDR/NGAV with 24x7 Detection Monitoring

• Identity Protection

• Zero Trust Access Concepts

• Email Fraud/Phishing Detection

• Attack Surface/Path Management

• Risk-based Vulnerability Management

• Secure Remote Access
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Über

96%
aller auf dem Foto sichtbaren

Menschen
befinden sich auf den Wegen
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Kudelski Security | Intelligent Cybersecurity Since 2012

Comprehensive 

Cybersecurity Solutions 

Delivered Globally by 

Experienced Professionals

International HQ: 

Cheseaux, Switzerland & 

Phoenix, AZ

Sales and R&D offices:

Atlanta, Dallas, Minneapolis, 

Phoenix, Cheseaux, Zurich 

London, Paris, Madrid, 

Munich, Bangalore 

400+ employees 

across US & EMEA 

Security Labs in 

Switzerland and France

~300 dedicated consultants, 

engineers, and technical specialists

R&D Centers in Switzerland, 

India, US (Atlanta & Phoenix)

Cyber Fusion Centers 

in Europe and the US

Recognized as an 

Industry Leader

Sales or R&D 

Offices

Group Business 

Development Team
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Zrinka MASLIC

zrinka.maslic@kudelskisecurity.com

www.kudelskisecurity.com

+41 79 127 96 65

mail

web

phone

Vielen Dank


